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Abstract: For the contradiction between high energy consumption of WSN privacy protection algorithm and constrained
resources of sensor network, a recoverable data fusion protocol that ensures data integrity and confidentiality based on
reversible digital watermarking and homomorphic encryption technology was proposed. On the one hand, the data from
the sensor was embedded by the difference expansion method by using the reversible digital watermarking technique, and
original data could be recovered by using a reversible watermark to ensure the integrity check of the fusion data when the
fusion data were destroyed. On the other hand, elliptic curve homomorphic encryption encrypted data to prevent sensor
data from being perceived during data transmission. Security results show that the proposed protocol performs well
against cluster head node compromise as well as tampering from an attack. Performance analysis shows that the protocol
has significant advantages over other algorithms in terms of computation, communication overhead and propagation de-
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